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Intruder alarm systems - Monitoring centres
   This Australian Standard ® was prepared by EL-031, Intruder Alarm Equipment and Installations. It was approved on behalf
of the Council of Standards Australia on DD Month 202X.

Preface
This Standard was prepared by the Standards Australia Committee EL-031, Intruder Alarm Equipment and Installations, to
supersede AS 2201.2:2004, Intruder alarm systems, Part 2: Monitoring centres.

The objective of this document is to specify requirements for the construction, equipment, staff and operation of centres used
for the monitoring of client alarm systems. It also specifies a grading system for assessing the risk profiles of such centres. The
grading system may act as a guide for customers of remote alarm monitoring services to choose the monitoring centre most
suited to their needs.

The major changes in this edition are:

(a)  Inclusion of risk management processes.

(b)  Inclusion of IT policy management.

(c)  Updated maintenance considerations.

(d)  Reference to video surveillance systems (VSS) to replace closed-circuit television (CCTV).

(e)  Inclusion of new references to standards and other resources.

A list of all parts in the AS 2201 series can be found in the Standards Australia online catalogue.

The terms “normative” and “informative” are used in Standards to define the application of the appendices or annexes to which
they apply. A “normative” appendix or annex is an integral part of a document, whereas an “informative’ appendix or annex is
only for information and guidance.

1   Scope and general
1.1   Scope
This document specifies requirements for the construction, equipment, staff and operation of centres used for the monitoring of
client alarm systems. It also specifies a grading system for assessing the risk profiles of such centres. The grading system may
act as a guide for customers of remote alarm monitoring services to choose the monitoring centre most suited to their needs.

NOTE  A checklist to provide guidance for determining the grade of the monitoring centre is given in Appendix D.

1.2   Application
Throughout this document, where clause titles include the grading level, the clause applies to the stated grades.

Where the title does not include a grading level, the clause applies to all grades.

1.3   Assessment period
Assessment of a monitoring centre shall be conducted within the lease period of the monitoring centre premises or 24 months,
whichever is the lesser.

1.4   Normative references
The following documents are referred to in the text in such a way that some or all of their content constitutes requirements of
this document.

NOTE  Documents referenced for informative purposes are listed in the Bibliography.

AS 1670.1, Fire detection, warning, control and intercom systems—System design, installation, and commissioning, Part 1: Fire

AS 1682.2, Fire, smoke and air dampers, Part 2: Installation

AS 1851, Routine service of fire protection systems and equipment

AS ISO 31000, Risk management— Guidelines

AS/NZS 2201.1, Intruder alarm systems, Part 1: Systems installed in client’s premises

AS/NZS 2201.5, Intruder alarm systems, Part 5: Alarm transmission systems

AS/NZS 62676.1.1, Video surveillance systems for use in security applications, Part 1.1: System requirements — General
(IEC 62676‑1‑1:2013, MOD)

AS/NZS 62676.4, Video surveillance systems for use in security applications, Part 4: Application guidelines (IEC 62676‑4:2014, MOD)

ISO/IEC 27000, Information technology — Security techniques — Information security management systems — Overview and vocabulary
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EN 1627, Pedestrian doorsets, windows, curtain walling, grilles and shutters - Burglar resistance - Requirements and classification

NZS 4503, Hand operated fire-fighting equipment

1.5   Terms and definitions
For the purposes of this document, the terms and definitions given in AS/NZS 2201.1, AS/NZS 2201.5 and the following apply.

1.5.1
alternate power source
energy source used in addition to the stand-by power source

1.5.2
bureau
client that contracts their customer system monitoring needs to a monitoring centre

1.5.3
client
person or other legal entity contracting the service of the monitoring centre

Note 1 to entry: A bureau is a monitoring centre client

1.5.4
competent person
person who has acquired, through education, training, qualification or experience, or a combination of these, the knowledge and skill
enabling that person to perform the required task correctly and safely

1.5.5
continuously monitored
monitoring done via a display or other visual indicator that is available and viewable to at least one operator from their normal seated
position (without turning)

Note 1 to entry: A switched display is taken to not be continuous.

1.5.6
indicating and recording equipment
monitoring centre equipment used for displaying, recording and storing operational alarms and events

Note 1 to entry: Indicating and recording equipment does not include equipment exclusively forming part of the alarm transmission systems
that are defined in AS/NZS 2201.5.

Note 2 to entry: Operational alarms include client systems transmissions, as well as internal monitoring centre system alarms.

1.5.7
may
indicates the existence of an option

1.5.8
legal entity
person or organisation that is bound legally for the purposes of a contract

1.5.9
client premises
location at which an alarm system is installed and connected to a monitoring centre

1.5.10
monitoring
ability to receive and respond to client systems transmissions

1.5.11
monitoring centre
operational area and associated equipment for the purpose of monitoring alarms, which are displayed on the indicating and recording
equipment

1.5.12
monitoring centre premises
building structure that contains the monitoring centre, including any other structure(s) on the same title which are accessible within 30 m of
the main entry door to the monitoring centre shell

1.5.13
monitoring centre shell
elements of the barrier surrounding the monitoring centre, including sallyport, permitted openings and amenities as required

1.5.14
primary power source
energy source used to supply energy to monitoring centre equipment under normal conditions

1.5.15
sallyport
controlled entrance passage to a secure area where two or more passage doors are managed so that only one of the doors can be open at
any one time

1.5.16
shall
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indicates that a statement is mandatory

1.5.17
should
indicates a recommendation

1.5.18
stand-by power sources
energy sources used to supply energy to monitoring centre equipment in the event of interruption of power to the primary power source

1.5.19
subsistence alarm
alarm indicating a fault or failure of an item that is essential to the ongoing performance of the system installed at the monitored location

Note 1 to entry: This can include power failures, communications errors and similar.

1.5.20
video surveillance system
VSS
system consisting of camera equipment, storage, monitoring, and associated equipment for video footage transmission and controlling
purposes

Note 1 to entry: CCTV systems are included in the more general term VSS.

[SOURCE: IEC 62676‑1‑1, ed. 1.0 (2013-10), Clause 3.1.24, modified]

1.6   New designs and innovations
This document does not prevent the use of materials, methods of assembly, procedures and the like that do not conform with
the specific requirements of this document, or are not mentioned in it, provided the minimum dimensional and performance
requirements specified herein are met.

2   Grading convention
2.1   General
Building services and constructions shall be assessed on a grading scale from A to C. “A” being most resistant to attack and
disaster events, and “C” being least resistant. Grading requirements for building services and construction are described in
Clause 4.

Operations, equipment and staff shall be assessed on a grading scale from 1 to 3. “1” having the highest performance, and “C”
the lowest. Grading requirements for operations, equipment and staff are described in Clauses 5 to 11.

2.2   Grading format
The grading shall be expressed as a combination of the building services and construction parameter (A, B or C) and the
operations, equipment and staff parameter (1, 2 or 3), with A1 being the highest and C3 being the lowest grades.

Figure 1 depicts the available gradings.
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Figure 1 — Monitoring centre attributes

2.3   Gradings used in associated security standards
Associated security standards also have grading systems. Appendix C provides indicative comparisons between various
standards.

3   Risk management and assessment
3.1   General
Monitoring centres shall be governed by a risk management business process.

3.2   Grades 1 and 2
The business risk management process for grade 1 or 2 centres shall be based on AS ISO 31000 and AS/NZS IEC 31010.

3.3   Grade 3
The business risk management process for grade 3 centres should be defined by the monitoring centre.

3.4   Functionality and services within the control of the
monitoring centre
Items that fall under the control of the monitoring centre should be managed according to manufacturers’ service and test
specifications.

Service and maintenance reports shall be logged in accordance with Clauses 7.8 and 9.2.2. The reports shall include (but not
be limited to) information regarding:

(a)  Standby and alternate power systems (see Clause 8.3).

(b)  Indicating and recording equipment (see Clause 9.2.2).

(c)  Cyber vulnerability protection (see Clause 7.8).

(d)  Fire detection and extinguishing system (see Clause 4.9).

Performance discrepancies shall be reviewed to establish that appropriate remedial action has been taken at the time of the
discrepancy occurring.

4   Building services and construction
4.1   General
For a monitoring centre to meet the required grade overall, each specific element of the monitoring centre shall meet the
required grade, as detailed in this section.

4.2   Building attack resistance
4.2.1   Grade A monitoring centres
The monitoring centre shell is expected to provide operational continuity wherein security takes precedence over all other
factors. They shall be constructed in such a way as to —

(a)  provide resistance to disaster events that may occur at the centre location; and

(b)  offer substantial resistance against a large range of specialist attack methods, such as sophisticated physical and/or
technical attacks.

4.2.2   Grade B monitoring centres
Grade B monitoring centres shall be constructed in such a way to provide operational security that will —

(a)  provide resistance to disaster events that may occur at the centre location; and

(b)  offer moderate resistance to highly capable attackers using a comprehensive range of non-specialist tools and
equipment at their disposal.

4.2.3   Grade C monitoring centres
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Grade C monitoring centres are expected to offer minor resistance against any attacks for short periods. They shall be
constructed in such a way as to —

(a)  provide resist disaster events that may occur at the centre location; and

(b)  offer resistance to attackers who are expected to have little knowledge and only the most basic tools or equipment.

4.2.4   All grades
To minimize the likelihood of compromising monitoring centre operations, the monitoring centre shell construction shall be
capable of resisting an attack for at least 30 min to allow time for support services to arrive and intervene.

4.3   Shell and sallyport construction
4.3.1   All grades
The complete monitoring centre shell (including walls, ceiling/roof, and floor) shall form a contiguous enclosure. It shall be
constructed in accordance with Clause 4.3.2, noting additional requirements for the following:

(a)  Doors, as described in Clause 4.4.

(b)  Windows, as described in Clause 4.5.

(c)  Service duct penetrations, as described in Clause 4.6.

(d)  Monitoring centre alarm system, as described in Clause 5.7.

4.3.2   Construction materials
In order to provide the level of resistance specified in Clause 4.2, monitoring centres shall be constructed to meet the
requirements detailed in Clause 4.3 and using materials described in Table 1.

Table 1 — Shell and sallyport construction materials

  Floors, ceiling and walls   Minimum FRL

Grade A
150 mm cast concrete, or equivalent
conforming to Resistance Class (RC) 5 in
EN 1627

AND

60/60/-

Grade B
100 mm cast concrete, or equivalent
conforming to RC 3 in EN 1627

60/60/-

Grade C
50 mm cast concrete, or equivalent
conforming to RC 1 in EN 1627

No specific requirement

 Alternative materials may be used providing the alternative can be demonstrated to provide equal or better
resistance to physical attack.
 Where the monitoring centre is located on an upper floor greater than 4 m above ground or any adjacent public

access area, the wall thickness may be reduced by 50 %.
 Minimum FRL does not preclude any additional statutory regulation requirement.

a,b c

a

b

c

4.4   Sallyport requirements
In order to provide access management to the monitoring centre shell, a sallyport shall have the requirements specified in
Table 2.

Grade A monitoring centres shall be provided with a sallyport.

Grade B and C monitoring centres may optionally be provided with a sallyport. If a sallyport be provided, the requirements in
Table 2 will apply as indicated.
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Table 2 — Sallyport requirements

 
Sallyport requirements

Grade Assignment
A B C

1 A sallyport shall be provided. It shall consist of an outer door and an inner
door separated by a passage and having a floor area not exceeding 6 m .

M Op Op

2 Where a sallyport is provided, doors shall be interlocked and continuously
monitored allowing only one door to be open at any time, except for
emergency entry systems as specified by Table 4.

M M Op

3 Where a sallyport is provided, the construction shall be equal to that of the
monitoring centre shell as described in Clause 4.3.2.

M M Op

NOTE  Abbreviations used in this table are:

Op = optional
M = Mandatory

2

4.5   Doors
4.5.1   All grades
All doors that form part of an opening into a monitoring centre shell shall —

(a)  open outwards;

(b)  be fitted with a minimum of two hinge bolts on the hinged side;

(c)  be securely locked when not in use;

(d)  have protection to prevent external physical attack on the locking mechanism; and

(e)  meet the materials requirements detailed in Table 3.

Table 3 — Door construction materials

Grade Door construction Minimum FRL

Grade A
45 mm solid timber clad both sides with 3mm low carbon
steel or equivalent conforming to RC 5 in EN 1627.

No specific requirementGrade B
45 mm solid timber clad both sides with 3mm low carbon
steel or equivalent conforming to RC 3 in EN 1627.

Grade C
45 mm solid timber clad outer side with 1.6mm low carbon
steel or equivalent conforming to RC 1 in EN 1627.

 Alternative materials may be used providing the alternative can be demonstrated to provide equal or better resistance
to physical attack.
 Where a fire rated door is required by statutory regulation, it shall be of equivalent attack resistance.
 All dimensions are nominal.

a,c b

a

b

c

4.5.2   Locking mechanisms
All entrance and exit doors shall have a locking mechanism. The locking mechanism shall be constructed in such a manner so
as to —

(a)  not release or break when a force of 6.6 kN is applied in any direction, at any spot on the door; and

(b)  be protected against physical attack or tampering.

The lock, control hardware, power supply and associated wiring shall be contained within the monitoring centre shell.

Electrically operated door releases shall operate in fail safe mode, enabling their release on loss of lock power.

4.6   Windows
4.6.1   All grades
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The interior of a monitoring centre shell shall not be visible from outside of the monitoring centre shell. Windows, where
provided, shall not be less than 10 m from any adjacent publicly accessible area, platform or walkway. Windows shall —

(a)  be limited to 5 % visible light transmission; and

(b)  be fitted with internal blinds for day/night light level management.

NOTE  Windows are not required to be attack resistant or have a 60/60/- fire rating.

4.7   Service duct penetrations
4.7.1   Grades A and B
Where a ventilation penetration exists in the perimeter of a grade A or B monitoring centre shell, the penetration shall maintain
the structural integrity of the shell by —

(a)  not exceeding 1000 mm in any one dimension;

(b)  being securely fixed to the monitoring centre shell; and

(c)  being only for the purpose for servicing the monitoring centre.

The penetration shall be fitted with a physical security barrier to restrict any opening in the penetration to a maximum
dimension of 150 mm in any one dimension.

Ventilation penetrations serving other building facilities are not permitted within the shell.

Air handler openings shall be fitted with fire dampers conforming to AS 1682.2 but with no less than 1 h integrity.

4.7.2   Grade C
No specific requirements.

4.8   Amenities
4.8.1   Grades A and B
The following amenities shall be contained within grade A and B the monitoring centre shell:

(a)  One toilet.

(b)  One handbasin.

(c)  A meal preparation area, including sink.

Separate amenities shall be provided for non-operational staff within the monitoring centre premises.

4.8.2   Grade C
The following amenities shall be contained within monitoring centre premises:

(a)  One toilet.

(b)  One handbasin.

(c)  A meal preparation area, including sink.

4.9   Airconditioning and ventilation
4.9.1   Grades A and B
Monitoring centres shall be airconditioned and ventilated by a dedicated and independent air-conditioning and ventilation
system operated by the legal entity. The air-conditioning and ventilation system shall not be used to service areas other than
the monitoring centre.

The external air intake shall be located not less than 3 m from any publicly accessible area.

NOTE  Water supply for air conditioning equipment need not be a dedicated supply.

4.9.2   Grade C
No specific requirements.

4.10   Fire system
4.10.1   Smoke detection and alarm warnings
Smoke detection and alarm warnings shall be provided in —
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(a)  the monitoring centre; and

(b)  any entry and exit pathways for monitoring centre staff.

The smoke detection and alarm warning system may be a dedicated unit or form part of the intruder alarm system, referred to
in Clause 5.7, with each of the three zones independently annunciated within the monitoring centre 24 h per day and signalled
to the intruder alarm system referred to in Clause 5.7.

4.10.2   Fire extinguisher
The monitoring centre shall have at least two portable fire extinguishers. Portable fire extinguishers shall be installed and
maintained in accordance with AS 1851 in Australia or NZ 4503 in New Zealand.

4.10.3   Grade A
The minimum requirements for a monitoring centre fire system shall be —

(a)  Building fire protection installed in accordance with AS 1670.1; or

(b)  The following requirements:

(i)  Detection and alarm equipment powered from a control unit that is connected to the monitoring centre power
supply.

(ii)  Detection and sprinkler systems integrated as part of a fire safety strategy assessment, where both are included.

(iii)  Detectors installed in accordance with AS 1670.1.

(iv)  A warning system with audible warning devices along exit paths in the monitoring centre.

4.10.4   Grades B and C
No specific requirements.

5   Monitoring centre control and security
5.1   Right of tenure
Monitoring centre premises shall be owned or secured by lease by the same legal entity or associated legal entity that operates
the monitoring centre.

5.2   Residential exclusions
5.2.1   All grades
Residential living facilities shall not be incorporated in the monitoring centre premises.

NOTE  Residential living facilities do not include operator-only single beds (of a temporary-sleeping nature, with no associated facilities such as kitchen or lounge etc.)
that are contained within the monitoring centre.

5.3   Video surveillance system
A video surveillance system in accordance with AS/NZS 62676.1.1 and AS/NZS 62676.4 shall be provided as specified in
Clauses 5.4 and 5.5.

5.4   External area surveillance
5.4.1   Grades A and B
Where any wall, floor or ceiling of the monitoring centre shell forms part of the external premise, the adjacent external area
shall be continuously monitored from within the monitoring centre by visual surveillance in order to enable a response.

An electronic seismic detection system shall be fitted to this section of the monitoring centre shell where:

(a)  Adjacent building structures or structural boundaries of the monitoring centre premises prevent visual surveillance of the
area adjacent to the external envelope.

b. (b)The control centre is greater than 10 m from any public area surface.

The seismic system shall be monitored in accordance with Clause 5.7. The seismic system alarm shall annunciate audibly
within the monitoring centre.

NOTE  Surveillance images should be masked where there are privacy requirements relating to nearby buildings.

5.4.2   Grade C
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No specific requirements.

5.5   Monitoring centre shell surveillance
5.5.1   Grade A
Where the legal entity operating the monitoring centre does not have exclusive control of a 2 m buffer zone in all directions
around the monitoring centre shell, the non-exclusive areas shall be continuously monitored by physical or real time visual
surveillance operated from within the monitoring centre shell.

Where any monitoring centre shell surface is in contact with the ground, the surface is deemed to be under exclusive control by
the monitoring centre. Surveillance of these surfaces is not required.

5.5.2   Grades B and C
No specific requirements.

5.6   Monitoring centre shell access
Entry and exit access requirements are defined in Table 4.
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Table 4 — Entry and exit requirements

 
Entry and exit requirements

Grade Assignment
A B C

  A. Operational entry and exit

1 Access shall only be available to and from an area controlled by the
legal entity operating the monitoring centre.

M M M

2 Where electronic access control is used, the system shall meet Grade 4
of AS/NZS IEC 60839.11.1 and AS/NZS IEC 60839.11.2.

M M M

3 Entry to the monitoring centre shall be authorized by an operator within
the centre.

M Op Op

4 Where electronic access control is used, multifactor authentication shall
be used.

M M M

5 Access and exit to and from the monitoring centre shall be recorded. M M M

  B. Emergency entry

6 The monitoring centre shall contain one independent emergency entry
system that provides access without the intervention of any monitoring
centre personnel. This system shall consist of a locking mechanism that
is only accessible to authorized persons.

M Op Op

7 Emergency entry to the monitoring centre by authorized persons shall
use multifactor identification.

M M M

  C. Emergency exit

8 A minimum of one emergency exit door shall be provided. M M Op

9 Doors specifically provided only for emergency exit  shall:

M M M
(a) have no externally accessible lock components;

(b) not allow entry into the monitoring centre shell; and

(c) require the user to be physically located at the door to open the
door.

  D. Alerts

10 Access through any door used in an emergency situation shall:

M M M

(a) generate an independent and continuously audible and visual
alarm at a level of least 10 dB above ambient noise levels) within
the monitoring centre;

(b) generate an alarm that is readily distinguishable from routine door
entry buzzers; and

(c) raise an alarm at an alternative monitoring centre (in accordance
with Clause 5.7).

NOTE  Abbreviations used in this table are:

Op = optional
M = Mandatory
 Refer to local and national fire and emergency regulations for additional requirements regarding doors specifically

provided for emergency exit.

a

a

5.7   Monitoring centre alarm system
The monitoring centre, including any external power source housings, shall have an intruder alarm system of Class 3 or higher
grading in conformance with an AS/NZS 2201.1. This is to detect unauthorized entry into unoccupied areas of the monitoring
centre premises.

Warning devices shall be located in the monitoring centre, including the following:

(a)  Intrusion detection devices in the monitoring centre premises, including entry and exit doors.

(b)  Fire system.

(c)  External areas such as external generator and fuel supply.



6/8/2021 Intruder alarm systems - Monitoring centres - Standards Australia

http://localhost:5000/Pdf/29d73e94-d280-4f31-8181-c0fef05275b8?sectionView=SinglePageView&pdfUserName=Soleas 11/24

(d)  Perimeter surveillance.

(e)  Duress alarms.

NOTE  The number of duress alarm points should be determined by conducting a risk evaluation.

(f)  Monitoring system to monitor operator inactivity, as described in Clause 5.8.

The monitoring centre’s alarm system shall be monitored by another monitoring centre of the same grade or higher.

The alarm system shall utilize an alarm transmission system conforming with AS/NZS 2201.5, classification C3S2, or higher.

5.8   Operator inactivity monitoring
Operator inactivity shall automatically annunciate an alarm in the absence of any activity within a 5 min period.

If this alarm is not cancelled within 30 s, an alarm signal shall be transmitted via the remote monitored alarm in accordance
with Clause 5.7.

NOTE  Operator activity may consist of keyboard activation, personnel movement or message communication.

6   Clocks
6.1   General
Any item of equipment where a time reference is recorded for the purpose of providing the monitoring centre with event logging
shall be synchronized to a recognized time source standard.

6.2   Synchronization
The synchronization shall be carried out at least every 24 hr. The time logged shall be in accordance with the monitoring centre
locale.

6.3   Time display
The time shall be displayed for the operator at all times.

7   IT policy management
7.1   General
A formal monitoring centre IT policy shall be in place. Policy management shall be subject to an assessment review. For further
detail, refer to the ISO/IEC 27000 series.

7.2   Software management
7.2.1   Software versions
All software deployed in the monitoring centre shall be a currently supported version. The timing and methods of software
deployment shall take operational requirements into account.

7.2.2   Software patches
All information systems shall be protected from known vulnerabilities and security risks. A formal security and patch
management process shall be in place to include patches recommended by product vendors. The deployment of software
patches shall be based on an assessment that balances the impact of a possible security breach with the operational
disruptions while implementing patches.

7.3   Cyber security
7.3.1   Incident management
A management tool shall be in place to manage data breaches or system breaches if they occur, along with a process to
mitigate further risk relating to that incident. Data and system breaches shall be logged in accordance with Clause 7.8.

7.3.2   Certificates for external facing web servers
As part of the security controls, all web servers that can be reached from an external source shall have a registered certificate
to ensure that connections to the infrastructure are secure and legitimate.

7.3.3   Operator access
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Logons and passwords shall be unique to each authorized user. Password policies shall be in place to specify any
requirements for password complexity.

7.4   Cyber infrastructure
7.4.1   Vulnerability protection
The monitoring centre shall implement detection, testing processes, prevention and recovery controls to protect against
malware, viruses and vulnerabilities. This shall include an internet facing firewall to protect all internal networks and monitoring
systems.

NOTE  Examples of controls that the monitoring centre may choose to implement include firewalls, port blocking policy and demilitarised zone structure.

7.4.2   Infrastructure design
The network infrastructure design shall incorporate best-practice design in accordance with IT industry norms. An example is
shown in Appendix A.

7.5   Disaster recovery and backup management
A backup and recovery process shall be implemented. It shall include:

(a)  Operational data backups, stored off site.

(b)  Device configuration backups.

NOTE  These enable system recovery in the case of configuration data loss or corruption.

These key management tools shall be tested in accordance with ISO 27000.

7.6   Third-party management
In-house knowledge may not always be adequate to deal with IT requirements. In such cases, third parties may be engaged to
assist and administer these IT requirements.

If a third-party is required, policies and procedures determined by the monitoring centre shall be in place to control and limit
access by third-party vendor’s personnel.

7.7   IT access management
A policy for prohibiting and preventing the use of unauthorized software (e.g. application whitelisting) shall be implemented and
continually updated.

A policy for preventing or detecting the use of known or suspected malicious websites (e.g. blacklisting) shall be implemented
and continually updated.

Appropriate business continuity plans shall be in place for recovering from cyber-attacks, including all necessary data and
software backup and recovery arrangements. These plans shall also include the ability to isolate environments where
catastrophic impacts can result.

7.8   Event logging
In addition to the event logging requirement listed in Clause 9.2.2, the following processes shall be monitored for vulnerabilities
and logged:

(a)  Access to all log data for IT Security (preferably automated).

(b)  Malware protection.

(c)  Backup.

(d)  Cryptographic controls.

(e)  Vulnerability management.

(f)  Incident management.

(g)  Technical compliance checking.

(h)  Security testing.

(h)  Auditing.

(i)  Collection, maintenance and protection of evidence, including logs and audit trails.

(j)  Authentication and access control.

(k)  Identity and access management.
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Where possible, automated alerting methods should be implemented in order to raise awareness of events as they occur.

8   Power source equipment
8.1   General
The objective of the power source equipment is to optimize the availability of power to the monitoring centre. Monitoring
centres shall have the following:

(a)  Primary power source.

(b)  Stand-by power source.

(c)  Alternate power source.

(d)  External socket for connecting an external power source in the event that primary, stand-by or alternative power sources
become unavailable (see Clause 8.8).

NOTE  See Appendix B for a typical power supply layout diagram for monitoring centre equipment.

8.2   Primary power source
The primary power source shall be capable of supplying the complete monitoring centre power requirements.

8.3   Reticulation control
8.3.1   Grades 1 and 2
Reticulation control is shown in Appendix B and shall include the following:

(a)  Distribution board or switching mechanism within the monitoring centre to control the primary power source.

(b)  All power sources to be provided with visual status monitoring to indicate the current power supply situation to an
operator.

(c)  Changes in the status of the power sources to be logged as a monitoring centre event.

(d)  An external bypass switch to the stand-by power source.

8.3.2   Grade 3
Reticulation control shall include an external bypass switch for initiating the stand-by power source.

8.4   Stand-by power sources
The stand-by power sources shall be capable of supplying a no-break power service for a minimum of 1 h. Stand-by power
sources shall be located within the monitoring centre shell. Where provided, stand-by power sources shall power the following
equipment:

(a)  Internal recording equipment.

(b)  Monitoring centre lighting.

(c)  Primary alarm response communicators.

(d)  Emergency and operational voice communication equipment.

(e)  Intercommunications systems.

(f)  Voice recording equipment.

(g)  Monitoring centre alarm transmission equipment.

(h)  Closed circuit television equipment.

(i)  Monitoring centre alarm system.

(j)  Electric locking system.

8.5   Alternate power sources
8.5.1   Capability
The alternate power source shall be capable of maintaining supply for all operational service loads.

8.5.2   Operation
As a minimum, the alternate power source shall be capable of —



6/8/2021 Intruder alarm systems - Monitoring centres - Standards Australia

http://localhost:5000/Pdf/29d73e94-d280-4f31-8181-c0fef05275b8?sectionView=SinglePageView&pdfUserName=Soleas 14/24

(a)  being activated either manually or automatically;

(b)  being automatically available via the reticulation control functions;

(c)  supplying power to the stand-by power source (see Clause 8.4) and the monitoring centre within 120 s of the failure of
the primary power source; and

(d)  supplying power to the air conditioning and ventilation system within 5 min of the failure of the primary power source.

8.6   Alternate power source location
8.6.1   Grade 1
The alternate power source shall be located either —

(a)  within the monitoring centre premises, in an enclosure of solid construction sufficient to prevent tampering without
obvious damage to the enclosure; or

(b)  external to the monitoring centre premises, within a dedicated housing, constructed in accordance with Section 4 Grade
C and sufficient to prevent tampering without obvious damage to the enclosure.

8.6.2   Grades 2 and 3
The alternate power source shall be enclosed in a suitable structure in such a way to provide a means of determining whether
tampering has occurred.

8.6.3   Alternate power supply enclosure security
Where the alternate power source is not located within the monitoring centre shell, the alternate power supply enclosure shall
include door-opening detection and movement sensing connected to the monitoring centre intruder alarm system (see
Clause 5.7).

All cables between the enclosure and the monitoring centre shall be —

(a)  located in areas that are inaccessible by the public; or

(b)  enclosed in either steel conduits or non-accessible steel ducts to prevent damage.

8.7   Fuel
The alternate power source fuel shall be secured on site. It shall be connected to the alternate power source(s).

Fuel capacity shall be sufficient to maintain a full load for a minimum of 12 continuous hours.

Fuel shall be secured to the same level of security as the alternate power source. If the fuel is not located within the monitoring
centre shell, its enclosure shall include door-opening detection and movement sensing connected to the monitoring centre
intruder alarm system (see Clause 5.7).

All cables between the enclosure and the monitoring centre shall be —

(a)  located in areas that are inaccessible by the public; or

(b)  enclosed in either steel conduits or non-accessible steel ducts to prevent damage.

NOTE  The fuel requirement in this clause is intended to allow for sourcing additional off-site fuel for the remainder of the specified operational time.

8.8   External generator
8.8.1   Grades 1 and 2
A means for temporarily connecting an external generator to operate the monitoring centre. shall be provided to allow for
situations where the alternate power generator is out of service. See Clause 8.1.

8.8.2   Grade 3
No specific requirement.

8.9   Other stand-by and alternate power source loads
The stand-by power sources and alternate power sources shall be permitted to power loads outside of the monitoring centre
shell, if the separate circuit breakers that control the power to these loads are located within the monitoring centre shell.

9   Communications
9.1   Event indicating and recording equipment
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The data from the alarm transmission system shall be automatically received, time and date stamped, and recorded by the
monitoring centre.

The indicating and recording equipment shall provide the operator with the necessary information to enable them to action the
alarm in accordance with client requirements.

The information displayed for the operator shall include the following:

(a)  Details about client premises and location.

(b)  Informating regarding the device causing the alarm.

(c)  Primary and secondary client contact details.

(d)  Bureau contact details (if applicable).

The communication relationship between the monitoring centre (AS 2201.2), the client intruder alarm system (AS/NZS 2201.1)
and the transmission system linking the client premises to the monitoring centre (AS 2201.2) is shown in Figure 2

Figure 2 — Relationship between client premises and monitoting centre

9.2   Alarm response communication
9.2.1   All grades
Monitoring centres shall maintain at least two independent systems to allow communication with persons or organisations
notified by the client to attend an alarm call.

Locally available systems will determine the alternatives available. Examples may include the following:

(a)  VOIP (Voice Over Internet Protocol).

(b)  Data over network.

(c)  Cellular voice.

(d)  Cellular data.

(e)  Cellular messaging.

(f)  Copper connected telephone.

Use of the alternative system shall be accomplished within 30 s of the alarm call.

The monitoring centre shall receive confirmation that the request to attend has been received by the approved persons or
organisations within 30 s of the alarm call.

NOTE  Guard patrol response times are included in AS/NZS 4421.

Messages associated with alarm events shall be validated and actioned only by a monitoring centre operator situated within
the monitor centre.
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9.2.2   Alarm response record keeping
Monitoring centres shall log and retain details regarding the full alarm call event, including:

(a)  Initiating event.

(b)  Message to notified organization.

(c)  Action taken by notified organization.

(d)  Decision on next actions.

(e)  Verification that the operations have been successfully restored to normal.

NOTE  Log data may be recordings as well as operator keyboard entries.

9.3   Voice recording
Monitoring centres shall allow retrieval of messages associated with alarm events. The monitoring centre shall —

(a)  be equipped with voice recording equipment on site; or

(b)  engage a provider offering voice recording services that conform to the ISO/IEC 27000 series.

The recording equipment shall have time and date stamping enabled.

9.4   Record retention
9.4.1   General
Monitoring centres shall record and retain time and date-stamped records regarding the following occurences:

(a)  Events received.

(b)  Actions taken by operators.

(c)  Actions taken by indicating and recording equipment.

The records shall be retained in a manner that maintains data integrity.

9.4.2   Data integrity
Data recording may be stored outside of the monitoring centre, in another graded centre, the monitoring centre shall not
depend on this remote storage for grading or operational purposes.

The monitoring centre may use cloud storage for event storage as an operational backup for records stored in the monitoring
centre. Where cloud storage is used, the cloud provider shall conform to ISO/IEC 27000. This requirement ensures that data
transfer and management external to the monitoring centre is protected against both privacy and operational intrusion.

The retention of all records shall be in accordance with Table 5

Table 5 — Retention of records

Grade Event data Video/voice records

1 and 2 5 years 2 years

3 3 years 2 years

Individual records shall be retrievable within the times given in Table 6 — Retrieval of records.

Table 6 — Retrieval of records

Time since event Maximum time to retrieve

Less than 2 months Immediately

Greater than 2 months 1 h

9.5   System availability
9.5.1   Contingency alarm monitoring
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A monitoring centre that has activated its business continuity plan may be exempt from inbound and outbound telephone call
recording. Such a centre may engage externally provided alarm monitoring from a non-graded location within Australia or New
Zealand.

Records shall be maintained of all alarm monitoring which occurs outside of the primary monitoring centre, including details of
the duration it occurs.

9.5.2   Event log
An availability log shall be maintained. The log shall detail the nature and time of the event, as well as the time of restoration for
the following:

(a)  Events impacting on loss of service.

(b)  Maintenance activity.

(c)  System upgrades or modification.

(d)  System failures.

9.5.3   System integrity
The intregrity of indicating and recording equipment shall be maintained in accordance with Table 7.

Table 7 — System integrity

 
System integrity

Grade Assignment
1 2 3

  Fault tolerant operation providing a seamless, automatic change from main
to alternate equipment within the monitoring centre.

M Op Op

  Changeover from main to alternate equipment, shall be automatic and
when activated, and be operational within 5 minutes of a main equipment
failure.

Np M Op

  Changeover from main to alternate equipment shall be manual and when
activated, and operational within 5 minutes of a main equipment failure.

Np Np M

NOTE  Abbreviations used in this table are:

Op = Optional
M = Mandatory
Np = Not permitted

9.6   Mean time to detect
Any malfunction of online indicating and recording equipment (whether primary or secondary) shall be notified to an operator
within two minutes of the occurrence.

Off-line indicating and recording equipment shall be tested at a maximum of one month intervals to ensure that it is
operationally available. A log detailing the testing shall be recorded.

9.7   Alarm processing time
The duration between the time an event is received by the indicating and recording equipment to the time an operator
commences the alarm action shall not exceed the specified time given in Table 8 for the percentage of occurrences specified.

The average response time of all events, in each category over the review period, shall not exceed the specified time.
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Table 8 — Alarm response time

Type of alarm
Specified time

(min)
Required compliance rate

Grade 1 Grade 2 Grade 3

High priority, e.g. duress, hold-up 1

95 % 92 % 90 %
Asset threatening, e.g. intruder 3

Subsistence alarms, e.g. battery low 20

Low priority, e.g. late-to-close, mains fail 60

Where subject to an agreement, an automatic alarm action process may commence prior to operator intervention. In these
circumstances, the alarm processing time is the duration between when the event is presented to the indicating and recording
equipment and when the alarm processing commences.

An allowance of 72 cumulative hours in any continuous 6 month period may be excluded from calculations of the alarm
response time compliance only where events occur outside direct control of the monitoring centre. All exclusions shall be
documented, with details of the nature, time and duration of the event.

10   Personnel
10.1   General
Monitoring centres shall be operated by a competent person who is trained in the monitoring centre operation.

NOTE  Refer to relevant jurisdictional regulators to determine whether monitoring centre operators are subject to additional licensing requirements.

10.2   Numbers of monitoring centre staff
10.2.1   Grade 1
At least two operators shall be on duty in the monitoring centre at all times.

10.2.2   Grades 2 and 3
At least one operator shall be on duty in the monitoring centre at all times.

10.3   Operator training
10.3.1   Competency based training program
Staff shall be trained under a competency-based training program, as required by Clause 10.1 for all functions required to be
carried out in a monitoring centre.

10.3.2   Record keeping
Individual operator training records shall be maintained. Records shall be updated when each training session is completed
and available for inspection. Records shall include the following details:

(a)  Type of training provided.

(b)  Operator training level attained.

(c)  Dates of attainment and review.

(d)  Any follow-up, remedial training provided.

10.4   Monitoring centre visitors and servicing personnel
Persons not yet meeting the requirements of Clause 10.3.1 shall be supervised at all times while in the monitoring centre by a
competent person who does conform to those requirements.

11   Preventative maintenance
Preventative maintenance shall be carried out at maximum intervals of 12 months and signed off by competent persons.

Preventative maintenance shall include the following measures:

(a)  Review equipment log records to identify and address any irregularities in indicating and recording equipment.
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(b)  Simulate mains power and alternate power failure for one hour to ensure stand-by power supply systems maintain
monitoring centre operations.

(c)  Review the integrity of the stand-by power system.

(d)  Simulate a failure of all primary equipment to confirm correct operation of backup systems.

(e)  Check correct functionality of intruder alarm systems, as described in Clause 5.7.

(f)  Check correct functionality of the VSS, as described in Clause 5.4.

(g)  Ensure all operational software applications are currently supported versions.

(h)  Confirm sufficient data storage is available for monitoring events, voice recordings and video images for a minimum of 6
months.

NOTE  Storage capacity to be based on previous usage.

Appendix A
(informative)

Sample network design
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Figure A.1 — Sample network design

Appendix B
(informative)

Power reticulation
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Figure B.1 — Power reticulation

Appendix C
(informative)

Gradings used in associated security standards

Table C.1 — Security standard gradings

Security profile AS/NZS 2201.1
AS 2201.2 AS/NZS IEC 60839.11.1 

AS/NZS 62676.1.1Building Operation

Low Class 1 Grade C Grade 3 1

Low to medium Class 2     2

Medium Class 3 Grade B Grade 2  

Medium to high Class 4     3

High Class 5 Grade A Grade 1 4

NOTE  Readers should refer to each standard to confirm the required security profile.

Appendix D
(informative)

Checklist for grading assessment
Monitoring centre grading can be determined by assessing against the criteria in both the “building services, accommodation
and construction” category and the “operation, equipment and staff” category. The grading is expressed as a combination of
the building services, accommodation and construction parameter A, B or C (see Clause 4) and the equipment and staff
parameter 1, 2 or 3 (see Clause 5) e.g. A1.

The following checklists may be used to record the requirements that the monitoring centre is being assessed against. This
may then be used to determine the overall grade of the centre. The highest completely conforming grade column in each
category denotes the monitoring centre grade.
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Table D.1 — Risk Assessment

Criteria Clause
number

Clause title Grading
  A B C

3 
Risk management
and assessment

3.1 General 3.1.1 3.1.2

3.2
Functionality and services within the
control of the monitoring centre

3.2

 

Table D.2 — Building services, accommodation and construction

Criteria Clause
number

Clause title Grading
  A B C

4 
Building services and

construction

4.1 Building element requirements 4.2.1 4.2.2 4.2.3

4.2 Shell and sallyport construction      

4.2.3 Sallyport requirements      

4.3
Doors 4.4.1

     

4.3.2
Locking mechanism A

B

4.4 Windows 4.5.1

4.5 Service duct penetrations 4.6.1 4.6.2

4.6 Amenities 4.7.1 4.7.2

4.7 Airconditioning and ventilation 4.8.1 4.8.2

4.8

Fire management 4.9.1

1.1.1

4.9.3 N/A

4. Electrical services  
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Table D.3 — Operation, equipment and staff

Criteria
Clause
number

Clause title
Grading

1 2 3

5 
Monitoring centre

control and security

5.1 Right of tenure 5.1

5.2 Residential exclusions 5.2.1

5.3 Video Surveillance System  

5.4 External area surveillance 5.4.1 5.4.2

5.5 Monitoring centre shell surveillance 5.5.1 5.5.2

5.6 Monitoring centre shell access  

Appendix A Operational entry and exit      

Appendix B Emergency entry      

Appendix C Emergency exit      

Appendix D Alerts  

5.7 Monitoring centre alarm system

5.7.1

5.7.2

5.7.3

5.8 Operator inactivity monitoring
5.8.1

5.8.2

 

6 
Clocks

6.2 Synchronisation  
6.3 Time display  

 

7 
IT Policy Management

7.1 General  
7.2.1 Software versions  
7.2.2 Software patches  
7.3.1 Incident management.  
7.3.2 Certificates for external facing web servers  
7.3.3 Operator access  
7.4.1 IT access management 7.7.1 7.7.2 7.7.2
7.4.2 Infrastructure design  
7.5 Disaster recovery and backup  
7.6 Third-party management  
7.7 IT access management 7.7.1 7.7.2
7.8 Event logging  

 

8 
Power source
equipment

8.1 General  
8.2 Primary power source  
8.3 Reticulation control 8.3.1 8.3.2
8.4 Stand-by power sources  
8.5.1 Alternate power sources Capability  
8.5.2 Alternate power sources Operation  
8.6 Alternate power source location 8.6.1 8.6.2
8.6.3 Alternate power supply enclosure security  
8.7 Fuel  
8.8 External generator 8.8.1 8.8.2
8.9 Other stand-by and alternate power source

loads
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9 
Communication

9.1 Event indicating and recording equipment
9.1.1
9.1.2
9.1.3

9.2 Alarm response communication

9.2.1
9.2.2
9.2.3
9.2.4
9.2.5

9.3 Voice recording  

9.4.1
Monitoring centres shall record and retain
the following time and date-stamped
records.

 

9.4.2 Data integrity  
9.4.2 Table 5      
9.4.2 Table 6  
9.5.1 Contingency alarm monitoring  
9.5.2 Event log      
9.5.3 System integrity — Table 7  
9.6 Mean time to detect      
9.7 Alarm processing time — Table 8  

 

10 
Personnel

10.1 General  
10.2 Numbers of monitoring centre staff 10.2.1 10.2.2

10.3 Operator training
10.3.1
10.3.2

10.4
Monitoring centre visitors and servicing
personnel

 

 

11 
Preventative
maintenance

11 General  

11

Maintenance by competent persons 
Maintenance of the following systems
where provided shall be carried out and
signed off by competent persons:
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