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FOREWORD 
 
 

This Code of Practice defines the expected Protective Security 
Requirements (PSR) for all members of the New Zealand Security 
Association involved in operating a business supplying security 
products or services. 
 
The purpose of the New Zealand Protective Security 
Requirements (PSR)1 is to help organisations: 
- Identify their individual business’s levels of security risk 

tolerance 
- Achieve the mandatory requirements for protective security 

expected by government. 
- Develop an appropriate security culture to securely and 

effectively meet their business goals. 
 
Protective Security Requirements – roles and responsibilities 
NZSA members involved in operating a business supplying security 
products or services play an important role in helping their clients 
maintain personnel, physical and information security. The 
Protective Security Requirements (PSR), is a risk based approach 
that outlines the NZSA expectations for its membership managing 
personnel, physical and information security. It clearly sets out 
what providers must and should consider to ensure they are 
managing protective security effectively. 
 
By Implementing the PSR you will: 
- help manage business risks 
- assure continuity of service delivery 
- assure the client that there are appropriate and effective 

measures in place to protect its people, information and 
assets. 

 
                                               The PSR provides you with: 

- Core policy documents that describe the high-level mandatory 
requirements that organisations are required to implement 
and 

- The ability to report against protocols and management 
requirements that provide direction on how to meet the 
mandatory requirements. 

 
                                               As a NZSA member, your responsibilities include: 

- being aware of the PSR and the security policies and 
procedures that apply to your clients (particularly your 
obligations set out in contractual terms and conditions) 

- understanding the impact of an employer organisation’s 
security policies and procedures on the services provided 

                                                           
1 Protective Security Requirements https://www.protectivesecurity.govt.nz 
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(services such as information management, information and 
communications technology, facilities design and 
management, personnel recruitment, general security 
services). 

- Developing a positive working relationship with your employer 
organisation to promote open communication and add value 
to the security environment through the prompt identification 
and resolution of issues. 

- Demonstrating the PSR framework within day to day 
operations of your business. 

 
                                              “The essence of PSR assurance reporting is that it reflects an  
                                                 Organisation’s requirement to understand what its Security 
                                                 Threat context is, and to have mitigations in place to minimise 
                                                 the potential for the risks to occur” 
                                                

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
© COPYRIGHT The copyright of this document is the property of the New Zealand Security Association. No 
part of it may be reproduced by photocopying or by and other means without the prior written permission 
of the New Zealand Security Association, unless the circumstances are covered by the exemption section 
(19 and 21) of the Copyright Act  
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CAPABILITY ASSESSMENT 

 

The Capability Maturity Model (CMM) is used to assess the current capability of 
organisation’s across a number of protective security dimensions, to identify capability 
levels that are appropriate to the risks they face, and to identify some of the ways in which 
capability can be lifted. 

 

 

Capability is defined by the following Protective Security CMM levels (base descriptions): 

INFORMAL    

Processes are usually ad-hoc and undocumented. Some base practices may be performed 
within the organisation, however there is a lack of consistent planning and tracking. Most 
improvement activity occurs in reaction to incidents rather than proactively. Where practice 
is good it reflects the expertise and effort of individuals rather than institutional knowledge. 
There may be some confidence security related activities that are performed adequately, 
however this performance is variable and the loss of expert staff may significantly impact 
capability and practice. 

 

BASIC 

The importance of security is recognised and key responsibilities are explicitly assigned. At 
least a base set of protective security measures are planned and tracked. Activities are more 
repeatable and results more consistent compared to the “informal” level. Policies are 
probably well documented, but processes and procedures may not be. Security risks and 
requirements are occasionally reviewed. Corrective action is usually taken when problems 
are found. 

 

CORE 

Policies, processes and standards are well defined and are actively and consistently followed 
across the organisation. All the PSR’s mandatory requirements are complied with. 
Governance and management structures are in place. Risk assessment and management 
activities are regularly scheduled and completed. Historic performance information is 
periodically assessed and used to determine where improvements should be made. 
 
MANAGED 
Day-to-day activity adapts dynamically and automatically in response to situational changes. 
Quantitative performance measures are defined, base-lined and applied to ensure security 
performance is analysed objectively and can be accurately predicted in advance. In addition 
to meeting all mandatory PSR requirements, the organisation also complies with many 
optional “better practice” requirements. 

 

OPTIMISED 

Security is a strategic issue for the organisation. Long term planning is in place and 
integrated with business planning to predict and prepare for protective security challenges. 
Effective continuous process improvement is operating, supported by real time, metrics 
based performance data. Mechanisms are also in place to encourage, develop and test 
innovations. The organisation complies with all PSR mandatory requirements and all 
optional requirements unless the latter are explicitly deemed not relevant. 
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NZSA ASSESSMENT 
 

 

The NZSA appreciates that it is unrealistic to expect members being audited for the first 
time on PSR to immediately meet the criteria for either Managed or Optimised capability. 

 

Our auditors will utilise the Capability Maturity Model to assist our members in 
understanding their current levels of capability across the Protective Security Requirements 
and in identifying those priority areas where capability needs to be lifted. 

 

To be assessed as “PSR Capable” members must meet as a minimum requirement “Basic” 
capability across all four sections of the Code of Practice and have the desire and 
commitment to move towards “Core” capability. 

 

As PSR becomes imbedded within normal business practice and organisations become more 
aware and conversant with the requirements, it is intended that the thresh-hold for 
accreditation will be moved to a minimum “Core” capability standard. 
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SECTION 1  
GOVERNANCE 
 

DESCRIPTION EVIDENCE 

GOV1: Establish and maintain the right governance 
 
Establish and maintain a governance structure that 
ensures the successful leadership and oversight of 
protective security risk. 
 
 
Appoint members of the senior team as: 
 Chief Security Officer (CSO), responsible for your 
organisation’s overall protective security policy and 
oversight of protective security practices. 
 Chief Information Security Officer (CISO), responsible 
for your organisation’s information security. 
 

 
 
NZSA to view: 
- Organisation Structure Chart 
- Position Descriptions 
- Organisation Governance 

GOV2: Take a risk-based approach 
 
Adopt a risk management approach that covers every 
area of protective security across your organisation, in 
accordance with the New Zealand standard ISO 
31000:2018 Risk Management – Guidelines. 
 
Develop and maintain security policies and plans that 
meet your organisation’s specific business needs. Make 
sure you address security requirements in all areas: 
governance, information, personnel and physical. 
 

 
 
NZSA to view: 
- Policy Documents 
- Security (PSR) Plan 
- Management Reports 
- Evidence of Risk Assessments and 

consideration of Business Impact 
Levels (BIL’s) 

- Evidence of consultation and staff 
involvement 

GOV3:  Prepare for business continuity 
 
Maintain a business continuity programme, so that your 
organisation’s critical functions can continue to the 
fullest extent possible during a disruption. Ensure you 
plan for continuity of resources that support your 
critical functions. 
 

 
 
NZSA to view: 
- Business Continuity Plan 
- Evidence of testing 
- Evidence of review 

 

GOV4: Build Security Awareness 
 
Provide regular information, security awareness 
training, and support for everyone in your organisation, 
so they can meet the Protective Security Requirements 
and uphold your organisation’s security policies. 
 

 
 
NZSA to view: 
- Staff induction documentation re 

security awareness 
- Security awareness training 
- Staff involvement and 

communications 
- Documented legislation and 

regulations 
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GOV5: Manage risks when working with others 
 
Identify and manage the risks to your people, 
information and assets before you begin working with 
others who may become part of your supply chain 
 

 
 
NZSA to view: 
- Security, contract and procurement 

management policies 
- Contractor and Subcontractor policies 
- Evidence of monitoring service 

providers procedures 
- Evidence of service providers 

reporting of security incidents 
- Assessment of service providers 

premise and resources 
 

 

DESCRIPTION EVIDENCE 

GOV6: Manage security incidents 
 
Make sure every security incident is identified, reported, 
responded to, investigated and recovered from as quickly as 
possible. Ensure any appropriate corrective action is taken. 
 

 
 
NZSA to view: 
- Incident procedures 
- Incident logs 
- Evidence of follow up actions 

GOV7: Be able to respond to increased threat levels  
 
Develop plans and be prepared to implement heightened 
security levels in emergencies or situations where there is an 
increased threat to your people, information or assets. 
 

 
 
NZSA to view: 
- Response Plans 

 
 

GOV8: Assess your capability 
 
Use an evidence-based assessment process to provide 
assurance that your organisation’s security capability is fit-
for-purpose.  
 
Review your policies and plans every 2 years, or sooner if 
changes in the threat or operating environment make it 
necessary. 
 

 
 
NZSA to view: 
- Assurance system or Audit 

process 
- Application of risk-based 

approach and assessment 
- PSR Review 
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SECTION 2 
PERSONNEL SECURITY 

 

DESCRIPTION EVIDENCE 

PERSEC1: Recruit the right person 
 
Organisations must have in place policies and 
procedures to assess and manage the on-going 
suitability for employment of all staff and contractors. 
 
Organisations must ensure that all employees, 
contractors and temporary staff who require access to 
organisational information and resources: 
 

• have had their identity established 

• have the right to work in New Zealand 

• are suitable to have access 

• agree to comply with the organisations             
policies, standards, protocols and requirements             
that safeguard the organisations resources           
(people, information and assets) from harm.        

 

 
 
Refer to Code of Practice 
Security Business Operations 
Section 2: Recruiting, Vetting and 
Appointment of Staff 
- Employment Contracts 
- Induction 
- Identify identity 
- Right to work in NZ 
- Suitable 
- Agree to comply 
- Employment checks 
- Vetting 
- Security Awareness 

 

PERSEC2: Ensure their ongoing suitability 
 
Ensure the ongoing suitability of all people working for 
your organisation. This responsibility includes 
addressing any concerns that may affect the persons 
suitability for continued access to the organisation’s 
information and assets. 
 

 
 
NZSA to view: 
- Systems and procedures to monitor 
behaviour 
-   Procedures for managing role changes 

 
 

PERSEC3: Manage their departure 
 
Manage people’s departure to limit any risk to people, 
information and assets arising from people leaving your 
organisation. This responsibility includes ensuring that 
any access rights, security passes, and assets are 
returned, and that people understand their on-going 
obligations. 
 

 
 
NZSA to view: 
- Procedures to manage departure 
- Verification of removal of access 
- Verification of return of property 
- Reminder of obligations 

 

PERSEC4: Manage national security clearances 
 
When required, ensure that people have the 
appropriate level of national security clearance before 
they are granted access to CONFIDENTIAL, SECTRET 
and TOP SECRET information, assets or work locations. 
 

 
 
NZSA to view: 
- Identification of any classified 

customers 
- Evidence of clearance being obtained 
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SECTION 3 

PHYSICAL SECURITY 
 

DESCRIPTION EVIDENCE 

PHYSEC1: Understand what you need to protect 
 
Identify the people, information, and assets that your 
organisation needs to protect, and where they are. 
Assess the security risks (threats and vulnerabilities) 
and the business impact or loss or harm to people, 
information, or assets. Use your understanding to: 
 
- Protect your people from threats of violence, and 

support them if they experience a harmful event. 
- Protect members of the public who interact with 

your organisation 
- Put physical security measures in place to minimise 

or remove risks to your information assets. 
 

 
 
NZSA to view: 
- Security Policy 
- Business Security Plan 
- Asset Registers 
- Code of Practice: Health and Safety 

Capability  

PHYSEC2: Design your physical security 
 
Consider physical security early in the process of 
planning, selecting, designing, and modifying facilities. 
 
Design security measures that address the risks your 
organisation faces and are consistent with your risk 
appetite. Your security measures must be in line with 
relevant health and safety obligations. 
 
 

 
 
NZSA to view: 
- Evidence of plans 
- Risk evaluation 
- Use of “security zones” 
- Application of good practice (deter, 

detect, delay, respond, recover) 
- Use “security in depth” 
- Refer to Code of Practice: Health and 

Safety Capability Section 1.  
 

PHYSEC3: Validate your security measures 
 
Confirm that your physical security measures have 
been correctly implemented and are fit for purpose. 
 
Complete the certification and accreditation process 
to ensure that security zones have approval to 
operate. 
 

 
 
NZSA to view: 
- Testing process 
- Sign of process 

 
 

 
 

PHYSEC4: Keep your security up to date 
 
Ensure that you keep up to date with evolving threats 
and vulnerabilities, and respond appropriately. 
 

Ensure that your physical security measures are 
maintained effectively so they remain fit for purpose. 
 

 

 
 
NZSA Membership 
 
NZSA to view: 
- Review process 
- Testing process 

 

  



 Page  15  

SECTION 4 

INFORMATION SECURITY 
 

DESCRIPTION EVIDENCE 

INFOSEC1: Understand what you need to protect 
 
Identify the information and ICT systems that your 
organisation manages. Assess the security risks (threats 
and vulnerabilities) and the business impact of any 
security breaches, 
 

 
 
NZSA to view: 
 - System overview 
 - Risk review 

INFOSEC2: Design your information security 
 
Consider information security early in the process of 
planning, selection, and design. 
 
Design security measures that address the risks that 
your organisation faces and are consistent with your 
risk appetite. Your security measures must be in-line 
with: 
- The New Zealand Information Security Manual 
- Any privacy, legal, and regulatory obligations that 

you operate under 
 
Adopt an appropriate information security 
management framework that is appropriate to your 
risks. 
 

 
 
NZSA to view: 
- System overview 
- System knowledge 

INFOSEC3: Validate your security measures 
 
Confirm that your information security measures have 
been correctly implemented and are fit for purpose. 
 
Complete the certification and accreditation process to 
ensure your ICT systems have approval to operate. 
 

 
 

NZSA to view: 
- System testing 
- System sign-off 

INFOSEC4: Keep your security up to date 
 
Ensure that your information security remains fit for 
purpose by: 
 
- Monitoring for security events and responding to 

them 
- Keeping up to date with evolving threats and 

vulnerabilities 
- Maintaining appropriate access to your information 

 

 
 
NZSA to view: 
- Operational Procedures 
- NZSA Membership 
- System expertise and support 

 

 


